
Over the last couple of months, we’ve 
come across some alarming statistics 
that you should know. Studies show 
that as many as 16% of smartphones 
are lost or stolen each year with only 
7% of the stolen devices ever being 
recovered. Despite the fact that 60% 
of the missing smartphones are 
deemed to contain sensitive or 
confidential information, 57% of  
these phones were not protected with 
available security features, leaving 
the company exposed! In fact, only 
14% of companies currently have a 
mobile-device security policy in 
place. The bottom line is, no matter 
how careful your employees are with 
their smartphones, losing a 
smartphone (or having one stolen) is 
likely to happen to you or your 
employees at some point in time. 

In the hands of even a relatively 
unsophisticated hacker, all of your 
smartphone information can quickly 
be siphoned off. And time is of the 
essence for taking action. Criminals 
will remove the battery of your 
phone to prevent “remote wipes” of 
your data by your IT staff and then 
use a room without mobile access to 
break into the phone. This is akin to 
giving a thief the key to your data 
and the code to deactivate the alarm. 

Asking employees to be more careful 
is a good step in the right direction, 
but accidents happen and thieves are 
always on the prowl. That’s why it’s 
so important to take measures to lock 
down and secure any mobile devices 

you and your staff use to access your 
company’s network. 

Here are just a few steps you can take 
now to be prepared: 

Strong Passwords. Enforce a strong 
mobile-device password policy and 
make sure your employees can’t 
leave devices unlocked and 
vulnerable. 

Enable Device Wiping. Prepare to be 
able to wipe both company-issued 
and personally owned devices that 
access company data. Make sure your 
employees are signing off on this 
before they add company data to 
their phones. 

Have A Plan In Place. If a phone is 
lost or stolen, act quickly! If you 
happen to find the phone again, then 
the data can likely be replaced; 
however, stolen data in the hands of a 
criminal can rarely ever be taken 
back!  

Consider enforcing an Acceptable 
Use Policy for your employees to 
think things through and understand 
the responsibilities/protocols when 
working with company devices. 

Want help in developing an 
Acceptable Use Policy for mobile 
devices?  

Call us at 403-451-0123 or email      
the BlackBox Connections team 
ask@BlaĐkBoǆĐoŶŶeĐtioŶs.Đoŵ 
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The Technology Times 

Take a look around your company, and you will see one 
of the biggest IT security threats you face—the people 
you work with.  Even the most well-intentioned employ-
ees who are the biggest advocates for your company risk 
leaking sensitive data or inadvertently letting in malware 
that can wreak havoc on your network and systems.  

With employees using multiple devices—often in multi-
ple locations—your IT department faces the challenge of 
monitoring a perimeter that is a moving target. But there 
are steps you can take to ensure that you’re protected.  

For companies of all sizes, the threats from within are an 
ongoing concern and the hardest to predict.   
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6 QuiĐk Tips To Finally OrgaŶize Your Out-Of-CoŶtrol 
IŶďoǆ  
 

MuĐh like lauŶdƌǇ aŶd ďills, Ŷo ŵatteƌ hoǁ ŵuĐh Ǉou tƌǇ to keep up, e-ŵails just keep piliŶg up iŶ Ǉouƌ iŶďoǆ. E-ŵail is a ĐƌitiĐal paƌt of 
Ǉouƌ daǇ-to-daǇ ǁoƌk, so hoǁ do Ǉou keep it fƌoŵ ďeĐoŵiŶg a distƌaĐtioŶ ǁhile ďalaŶĐiŶg the thiŶgs Ǉou ƌeallǇ Ŷeed to addƌess? Heƌe 
aƌe ϲ tips… 

ϭ. Zero Ǉour iŶďoǆ. Do Ǉou ƌeŵeŵďeƌ the last tiŵe Ǉouƌ iŶďoǆ ǁas eŵptǇ? PƌoďaďlǇ Ŷeǀeƌ; that’s ďeĐause it Đosts ŶothiŶg to keep aŶ 
e-ŵail aŶd theƌefoƌe Ǉou doŶ’t delete iteŵs ͞just iŶ Đase͟ Ǉou Ŷeed theŵ at soŵe poiŶt. This ƌeallǇ Đauses ŵessages to pile up FAST. 
Tƌuth ďe told, Ǉou ƌeallǇ DON’T Ŷeed all those e-ŵails. Make it a goal to ͞zeƌo͟ Ǉouƌ iŶďoǆ eǀeƌǇ ǁeek, paƌtiĐulaƌlǇ oŶ a FƌidaǇ ďefoƌe 
Ǉou leaǀe foƌ hoŵe. If Ǉou ĐaŶ’t ͞zeƌo͟ it, at least get the Ŷuŵďeƌ doǁŶ to feǁeƌ thaŶ a dozeŶ ĐƌitiĐal ŵessages Ǉou aďsolutelǇ Ŷeed to 
ǁoƌk oŶ ǁithiŶ the Ŷeǆt Ϯ-ϯ daǇs. 

Ϯ. Use folders spariŶglǇ. OŶlǇ set up keǇ, stƌategiĐ foldeƌs oƌ Ǉou’ll eŶd up ǁith dozeŶs of foldeƌs filled ǁith ŵessages iŶ additioŶ to a 
ŵassiǀe Ŷuŵďeƌ of ŵessages iŶ Ǉouƌ iŶďoǆ. You ŵight keep oŶe laďeled as ͞stoƌage͟ foƌ aŶǇ ŶoŶ-uƌgeŶt ŵessages that ŵaǇ Ŷeed to 
ďe ƌefeƌeŶĐed at a lateƌ date.  This keeps Ǉouƌ iŶďoǆ fƌee of Đlutteƌ aŶd helps Ǉou ŵoƌe easilǇ fiŶd soŵethiŶg iŶ aŶ old ŵessage ǁheŶ 
it is Ŷeeded.  

ϯ. Delete first, read the surǀiǀiŶg ŵessages later. MaŶǇ of the e-ŵails Ǉou get pƌoďaďlǇ aƌeŶ’t eǀeŶ ǁoƌth ƌeadiŶg. Staƌt Ǉouƌ daǇ ďǇ 
iŵŵediatelǇ deletiŶg these eŵails ďefoƌe Ǉou eǀeŶ staƌt to opeŶ aŶd ƌead the iŵpoƌtaŶt oŶes. 

ϰ. Take aĐtioŶ iŵŵediatelǇ. PƌoďaďlǇ the ŵost helpful ǁaǇ to keep Ǉouƌ iŶďoǆ uŶĐlutteƌed is to take aĐtioŶ ƌight aǁaǇ oŶ all ŵessages 
iŶstead of ƌeadiŶg theŵ aŶd theŶ goiŶg ďaĐk to theŵ lateƌ ǁheŶ Ǉou haǀe tiŵe to pƌoĐess the ŵessage pƌopeƌlǇ. BǇ takiŶg aĐtioŶ ƌight 
aǁaǇ Ǉou aǀoid ǁastiŶg tiŵe ƌe-ƌeadiŶg ŵessages. If it does ƌeƋuiƌe a folloǁ up that Ǉou doŶ’t haǀe tiŵe foƌ, file the ŵessage aŶd 
ŵaƌk a ƌeŵiŶdeƌ to folloǁ up. Otheƌǁise foƌǁaƌd it, delete it oƌ file it iŶto a foldeƌ 

ϱ. Sloǁ Ǉour roll. Youƌ e-ŵail ĐaŶ ďe a ĐoŶstaŶt distƌaĐtioŶ thƌough Ǉouƌ ǁoƌkdaǇ, IF Ǉou let it! Take ĐoŶtƌol aŶd set aside ͞e-ŵail fƌee͟ 
tiŵe peƌiods thƌoughout the daǇ so Ǉou ĐaŶ tƌulǇ ĐoŶĐeŶtƌate oŶ pƌojeĐts ǁithout iŶteƌƌuptioŶ. The ǁoƌld ǁoŶ’t stop if Ǉou doŶ’t 
ĐheĐk Ǉouƌ eŵail eǀeƌǇ feǁ ŵiŶutes, I pƌoŵise. 

ϲ. IŶstall a GOOD spaŵ filter. The ǀast ŵajoƌitǇ of ŵessages aƌe uŶǁaŶted spaŵ, soŵe of ǁhiĐh ĐoŶtaiŶ ǀiƌuses. But Ŷot all spaŵ filteƌs aƌe Đƌeated 
eƋual!  
 

Claim Your FREE Copy of our Foolproof Employee Security Checklist Today! 

email us at : ask@blackboxconnections.com 

http://www.BlackBoxConnections.com


The IŵportaŶĐe Of FoĐus 

Theƌe aƌe soŶgs aďout it ;thiŶk ͞OŶe͟ ďǇ UϮͿ, 
theƌe aƌe stoƌes Ŷaŵed afteƌ it ;thiŶk Pieƌ ϭ 
IŵpoƌtsͿ, aŶd eǀeƌǇ spoƌts teaŵ oŶ the plaŶet 
saǇs it is Ŷuŵďeƌ oŶe afteƌ aŶ eǆĐitiŶg ǀiĐtoƌǇ. 
It’s good to ďe Ŷuŵďeƌ oŶe. 
 

Noǁ thiŶk aďout ͞tǁo.͟ Theƌe aƌe feǁ soŶgs 
aďout Ŷuŵďeƌ tǁo, feǁeƌ stoƌes, aŶd I doŶ’t 
ďelieǀe aŶǇ teaŵ ŵaƌĐhes aƌouŶd pƌoudlǇ 
ĐheeƌiŶg, ͞We aƌe Ŷuŵďeƌ tǁo!͟ 

 

We all kŶoǁ iŶtuitiǀelǇ that ďeiŶg Ŷuŵďeƌ oŶe 
ŵeaŶs Ǉou aƌe the ďest. AŶd eǀeƌǇ siŶgle 
eŶtƌepƌeŶeuƌ iŶ this ǁoƌld aspiƌes to ďe the 
ďest at soŵethiŶg. Yet soŵeǁheƌe ďetǁeeŶ 
ouƌ eŶtƌepƌeŶeuƌial iŶtuitioŶ aŶd ouƌ ďusiŶess 
ďƌaiŶ, ǁe lose the foĐus oŶ ďeiŶg Ŷuŵďeƌ oŶe. 
 

IŶstead of eǆĐelliŶg at oŶe thiŶg, ǁe thiŶk it is 
͞logiĐal͟ to ďe offeƌiŶg ŵoƌe aŶd ŵoƌe thiŶgs 
to ŵoƌe aŶd ŵoƌe people. We tƌǇ to ďeĐoŵe a 
͞oŶe-stop shop,͟ aŶd ultiŵatelǇ ouƌ 
Đustoŵeƌs just heaƌ the ͞ŵiddle paƌt͟ aŶd 
STOP. This leads ouƌ ďusiŶess to ďeĐoŵe a 
ďlight of ŵedioĐƌitǇ. 
 

It doesŶ’t ŵatteƌ ǁhat ďusiŶess Ǉou aƌe iŶ, 
Ǉouƌ suĐĐess lies iŶ Ǉouƌ aďilitǇ to ďeĐoŵe 
Ŷuŵďeƌ oŶe. The foƌŵula to ďeĐoŵiŶg 
Ŷuŵďeƌ oŶe is pƌettǇ siŵple – just do oŶe 
thiŶg ďetteƌ thaŶ aŶǇoŶe else. Not a feǁ 
thiŶgs, Ŷot a lot of thiŶgs – just do ONE THING 
ďetteƌ thaŶ aŶǇďodǇ else aŶd foĐus oŶ that. 
Heƌe aƌe the thƌee thiŶgs Ǉou Ŷeed to get 
theƌe: 
 

ϭ. Stop ThiŶkiŶg You CaŶ Do It All – You 
pƌoďaďlǇ ĐaŶ do it all. You just ĐaŶ’t do it all 
ǁell. SuĐĐessful eŶtƌepƌeŶeuƌs foĐus iŶ oŶ the 
oŶe thiŶg theǇ aƌe ďest at aŶd deǀote 
theŵselǀes to ŵasteƌǇ of it. The ƌest is 

assigŶed to otheƌs thƌough paƌtŶeƌships, 
ĐoŶtƌaĐts aŶd Đolleagues. 
 

Ϯ. Be Bold – WheŶ Ǉou disĐoǀeƌ ǁhat Ǉou aƌe 
gƌeat at. You Ŷeed to put it out theƌe, BIG 
TIME. The ŵost iŵpoƌtaŶt diffeƌeŶtiatoƌ 
ďetǁeeŶ the ͞Ŷuŵďeƌ oŶes͟ aŶd eǀeƌǇoŶe 
else is that theǇ doŶ’t Đaƌe ǁhat all the otheƌ 
people thiŶk aďout theŵ. TheǇ Đaƌe oŶlǇ 
aďout ǁhat theǇ kŶoǁ to ďe ƌight, aŶd theŶ 
put theŵselǀes out theƌe uŶaďashedlǇ. WheŶ 
the ŵiŶoƌitǇ ƌespoŶds feǀeƌishlǇ aŶd 
eŶthusiastiĐallǇ to Ǉouƌ ďoldŶess, Ǉou haǀe 
the ŵost sigŶifiĐaŶt iŶdiĐatoƌ that Ǉou aƌe 
Ŷuŵďeƌ oŶe iŶ Ǉouƌ ŶiĐhe. Oǀeƌ tiŵe that 
ŵiŶoƌitǇ ǁill ďeĐoŵe the ŵajoƌitǇ. AudaĐitǇ is 
ofteŶ the oŶlǇ thiŶg that sepaƌates tǁo 
eƋuallǇ taleŶted eŶtƌepƌeŶeuƌs. 
 

ϯ. TeaĐh It – Masteƌs shaƌe kŶoǁledge. The 
ŵoƌe Ǉou teaĐh, the ŵoƌe Ǉou leaƌŶ aďout 
ǁhat Ǉou aƌe teaĐhiŶg. Otheƌs ǁill gaiŶ 
kŶoǁledge fƌoŵ Ǉou, ďut also ǁill gaiŶ ƌespeĐt 
foƌ Ǉouƌ eǆpeƌtise. As people Đoŵe to 
appƌeĐiate Ǉouƌ aďilities, theǇ ǁill ĐƌoǁŶ Ǉou 
kiŶg, aŶd all the ƌiĐhes go to the kiŶg. 
 

Build a ďusiŶess aŶd ďe aŶ eŶtƌepƌeŶeuƌ ǁho 
is dƌiǀeŶ to ďe Ŷuŵďeƌ oŶe. No loŶgeƌ ǁoƌƌǇ 
aďout ǁhat the ĐoŵpetitioŶ is doiŶg, aŶd Ŷo 
loŶgeƌ thiŶk aďout hoǁ Ǉou ĐaŶ ďƌiŶg iŶ a feǁ 
ŵoƌe dollaƌs ďǇ ͞just doiŶg a feǁ ŵoƌe 
thiŶgs.͟ IŶstead staƌt ǁoƌƌǇiŶg aďout ǁhat Ǉou 
aƌe doiŶg to ďe uŶiƋue aŶd diffeƌeŶt. IŶstead 
staƌt thiŶkiŶg aďout the oŶe thiŶg Ǉou ĐaŶ do 
to ďƌiŶg iŶ a kiŶg’s ƌaŶsoŵ. Just ďe huŵďle, 
foƌ Pete’s sake, doŶ’t ďƌag to the ǁoƌld that 
Ǉou aƌe Ŷuŵďeƌ oŶe… that ǁoŶ’t seƌǀe Ǉou 
ǁell. 
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Facts About           

Valentine’s Day   

On Valentine`s Day every year, 
there are at least 36 million heart 
shape boxes of chocolates sold. 

 

On average, men spend double 
the amount of money on Valen-
tine`s Day gifts than women 
spend. The average amount a 
man spends is $130. 

 

There are enough candy hearts 
made each year to stretch from 
Valentine, Arizona to Rome, Ita-
ly, and back again. The number 
of these candy hearts produced is 
approximately 8 billion. 

 

There are approximately 50 mil-
lion roses given on Valentine`s 
Day around the world. 

 

Women tend to buy approxi-
mately 85% of all the Valentine`s 
Day cards sold. 

 

Valentine`s Day is the second 
most popular day of the year for 
sending cards, second only to 
Christmas. 
 

HAPPY VALENTINE’s       
DAY! 

http://www.mikemichalowicz.com/number-two-is-number-one-in-the-customers-eyes/
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Top Time Saving Tech Tips  
 

Tiŵe is MoŶeǇ aŶd MoŶeǇ is tiŵe  - TrǇ these aǁesoŵe ǁorkiŶg tips to saǀe Ǉou tiŵe!  

SĐrolliŶg up aŶd doǁŶ oŶ a ǁeďsite IŶstead of usiŶg the ŵouse, pƌess the spaĐe ďaƌ to sĐƌoll oŶe page doǁŶ, aŶd hold the shift keǇ + 
spaĐe ďaƌ to sĐƌoll up a page. 
 

FilliŶg iŶ oŶliŶe forŵs - WheŶ Ǉou aƌe ƌeƋuiƌed to seleĐt a CitǇ fƌoŵ a dƌop-doǁŶ list, tǇpe iŶ the fiƌst letteƌ of the CitǇ aŶd keep pƌess-
iŶg the fiƌst letteƌ to sĐƌoll thƌough all the optioŶs that ďegiŶ ǁith that paƌtiĐulaƌ letteƌ.  

ChaŶgiŶg teǆt size oŶ a ǁeďsite - To iŶĐƌease the size of the teǆt oŶ the sĐƌeeŶ, hold doǁŶ the "Ctƌl" keǇ aŶd hit the "+" keǇ siŵultaŶe-
ouslǇ uŶtil Ǉou ƌeaĐh the desiƌed teǆt size. To deĐƌease teǆt size, hold doǁŶ the "Ctƌl" keǇ aŶd hit the "-" keǇ siŵultaŶeouslǇ. 

SeleĐtiŶg teǆt - Ratheƌ thaŶ usiŶg the ŵouse to seleĐt, delete, oƌ ŵoǀe teǆt iŶ a doĐuŵeŶt, use these tiŵe-saǀiŶg tips iŶstead: 

• Highlight a ǁoƌd: Douďle-ĐliĐk the ǁoƌd. 

• HighlightiŶg a paƌagƌaph: Tƌiple-ĐliĐk to seleĐt all the teǆt iŶ a giǀeŶ paƌagƌaph. 

• DeletiŶg ǁoƌds: DoŶ't delete ǁoƌd ďǇ ǁoƌd. Highlight aŶd tǇpe oǀeƌ the eŶtiƌe teǆt. 

 

 

 

 

Don’t go anywhere near Bob’s office today, he’s on a 
Rampage.” 

 

You’ve no doubt heard that, or something very like it. The 
phrase comes up most often when someone is having a tough 

time keeping their personal life separate from business. This is 

hardly a new phenomenon. If anything, as the speed of 

business continues to accelerate, hours grow longer and the 

lines continue to blur between work and home life. Whole 

books have been written about the struggles of maintaining a 

proper “work/life balance.” 

 

It can be a challenge, no doubt, but the good news is that there 

are some simple things you can do to get your head on 

straight and re-center yourself if you, or those around you 

begin to notice that you’re taking your personal life 
frustrations out on the people you work with. 

Unplug 

The first solution is probably the simplest. Just get away from 

the office for a while. Take half a day. A day. Whatever you 

need. Your company needs you at your best, so be good 

enough to yourself and those around you be certain you’re 
giving them your best. regroup, so be it. 

 

 

 

 

Find A Trusted Confidant 

While you may be friendly with many of the people you work 

with, you may not be close friends with them. Because of this, 

it’s generally not a good idea to confide in someone in the 
office about the things that are bothering you at home. Not to 

mention the fact that it could wind up complicating your 

working relationship in unexpected ways. Even so, sometimes 

you need someone to talk to. Find someone. If you don’t have 
any friends, make some. It’s important. 
 

Set Aside A Little “You Time” Every Day 

If you can’t afford to take a full, or even half a day off, at least 
give yourself some space and “alone time,” every single day. 
It doesn’t have to be long, but it’s important that you have at 
least a little space to decompress in. Spend ten minutes a day 

meditating, or listening to your favorite music with the door 

closed, or just sitting there, in your chair, with your eyes 

closed. Whatever form it takes, you need a little time for 

yourself, every single day. 

 

Maintaining a good work/life balance can be tricky, but it’s 
something you’ve got to work at. You’ll drive yourself, and 
possibly those around you crazy if you don’t.! 

How To Keep Your Work and Your Personal Issues Separate 
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